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Introduction to the platform




ABOUT

OpenSecurityTraining's mission 1s to provide the
world's deepest and best cybersecurity training. For
free.

"OpenSecurityTraining.info" was 0OST1l, and i1t was
started by Xeno Kovah in 2011 to host his own
classes, and those of other colleagues from MITRE.
It was never a formal organization, just a site Xeno
ran in his free time. As Xeno remakes his 0OSTI1
material for OSTZ2, he's taking down the previous
materials, to make sure students get the best
experience possible. But each instructor can make
their own choice in that regard.
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OpenSecurityTraining2 Learning Paths:
System Security
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OpenSecurityTraining2 Learning Paths:

Malware Analysis

Developed

] [ In Development / Reserved ] [ Future / Instructors Wanted ]

Reverse Engineering 1104:

Mach-O Executables

Reverse Engineering 1103:

ELF Executables

Reverse Engineering 1102:

TE Executables

Malware Analysis 3104:
Multi-format Malicious
Documents

Malware Analysis 3103:
Rich Text Format (RTF)

Malware Analysis 3102:
Portable Document Format

(PDF)
Debuggers 1001: Reverse Engineering 1101: Reverse Engineering 3201: Malware Analysis 3101: Malware Analysis 3001:
Visual Studio PE Executables Symbolic Analysis MS Office OpenXML / OLE2 Threat Intelligence
Debuggers 1012: o Architecture 1001: Reverse Engineering 2001: Reverse Engineering 3001: . | Reverse Engineering 4011: = Malware Analysis 4012:
Introductory GDB o x86-64 Assembly Introductory Static Analysis Intermediate Static Analysis o Windows o Windows Malware
>
Debuggers 1011: Debuggers 2011: . | Reverse Engineering 3010: . | Reverse Engineering 4021: o Malware Analysis 4022:
Introductory WinDbg ' Intermediate WinDbg o Reversing C++ Binaries o Linux o Linux Malware
Debuggers 1101: _ | Reverse Engineering 2101: _ | Reverse Engineering 3011: _ | Reverse Engineering 4031: __ Malware Analysis 4032:
Introductory IDA = Intermediate IDA o UEFI Static Analysis o Android o Android Malware
Debuggers 1102: .| Reverse Engineering 2102: . | Reverse Engineering 3012: . | Reverse Engineering 4041: g Malware Analysis 4042:
Introductory Ghidra o Intermediate Ghidra o Go Static Analysis o macOS o macOS Malware
| Reverse Engineering 3013: . | Reverse Engineering 4051: o Malware Analysis 4052:
S‘ta‘tic An aIyS iS o Rust Static Analysis o ios o iOS Malware
. | Reverse Engineering 4061:

UEFI




Reverse Engineering 1001:
Windows Dynamic Analysis

Malware Analysis 1001:
Taxonomy & Techniques

Overview

Reverse Engineering 1011:
Linux Dynamic Analysis
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Reverse Engineering 1021:
macOS Dynamic Analysis

Reverse Engineering 1012:
Android Dynamic Analysis

'

Malware Analysis 1002:
Reports
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Reverse Engineering 1022: ]

iOS Dynamic Analysis ]

Dynamic Analysis



OpenSecurityTraining2 Learning Paths:
Secure Coding, Vulnerability Hunting, and Vulnerability Exploitation

[

Developed

[ In Development / Reserved ] [ Future / Instructors Wanted ]
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Fuzzing 1001: - Fuzzing 2001: Fuzzing 3001:
Introduction o Intermediate Advanced
Learn Python o Reverse Engineering 3201: o Reverse Engineering 3202:
(learnpython.org) g Symbolic Analysis o Concolic Analysis
[ )
Debuggers 1012: Architecture 1001: Reverse Engineering 2001: ] Exploitation 1001: Exploitation 2001:
> > > ——p
Introductory GDB x86-64 Assembly Introductory Static Analysis I (OS-independent) J (OS-independent)
—
Debuggers 1011: Debuggers 2011: o Exploitation 1011: o o Exploitation 2011:
Introductory WinDbg > Intermediate WinDbg = Windows o o Windows
Debuggers 1101: _ | Reverse Engineering 2101: o Exploitation 1021: _ o Exploitation 2022:
Introductory IDA v Intermediate IDA o Linux o o Linux
Debuggers 1102: _ | Reverse Engineering 2102: C—D‘e’:\lr';;\rlaebllrl:ltrfzr:\:::a:ﬂon o Exploitation 1031: _ g Exploitation 2032:
Introductory Ghidra o Intermediate Ghidra B o Android o o Android
£ Vulnerabilities
g Exploitation 1041: | g Exploitation 2042:
o macOS o o macOS
_ Exploitation 1051: o _ Exploitation 2052:
o i0s o o i0s
_ Exploitation 1061: o _ Exploitation 2062:
o UEFI o g UEFI
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iNC mowvzxandjs  or dec
1% 1%
ret 1% 1%1% 1%
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Fig. 2 Web browsers' instruction frequencies
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HIGH ADDRESSES

5caff0ld <- RBP

lac/abe <- RSP

LOW ADDRESSES

What 1s the offset to C0lde57F001 2

THE OTHER RSP GAME

(Enter answer in the form of "rsp{+,-}0x??"
or "rbp{+,-}0x?2?2"
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o) SN
%m¢§§?®’ mov $0x000000C3, %rl0

o,

/]

or $0x00000077, %rl0

What value 1s 1n %rl1l0 after this code
executes?

\\\\\\\ mov $0x9F, $rsi

Xor %rsi, %Srsi

dec S$rsi

What value 1s 1n %rsi after this code
executes?

W mov S0x0000C498, %bx
shr $0x10, %bx

What value 1s 1n %bx after this code

GNASTY ACCUMULATOR! executes?



THANK YOU
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